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Abstract 

The article explores a transformative shift from a data-access paradigm that is accessible-by-default 

(product-centric) to a private-by-default (human-centric) framework. As personal AIs emerge, 

the authors argue that user-generated data should be owned and controlled by individuals, 

reinforcing privacy and personal autonomy. The paper examines the necessary technological 

infrastructure and regulatory changes to support this model, aiming to enhance trust and 

innovation in the AI ecosystem. It addresses legal, economic, and ethical implications, 

promoting a balanced approach that respects individual data rights while encouraging 

responsible technology development. 
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Summary 

Traditional privacy concepts fall short in today’s digital world, necessitating a "private-by-

default" model that prioritizes individual data control and ownership. To demonstrate it, the 

article opens by highlighting two prominent instances of unauthorized data usage: LinkedIn's 

data scraping practices and Scarlett Johansson's legal confrontation with OpenAI. 

In September 2024, it was revealed that LinkedIn had been using the data of its 930 million 

users to train AI models without explicit consent. This ongoing practice, later acknowledged 

in updated terms of service, surprised many users and raised significant concerns about 

personal information protection. LinkedIn's data policies varied by region, with the U.S. and 

U.K. using data for such purpose by default, while the EU, EEA, and Switzerland, under strict 

GDPR protections, did not. This differentiation evidences the stark inequalities in user 

protection and rights. 

In the second example, Scarlett Johansson's voice was purportedly used without her 

permission to create the "Sky" voice model for OpenAI's ChatGPT-4o release. This incident 

highlighted serious consent and autonomy issues and sparked a broader debate on the ethical 

use of personal attributes in AI technologies. Johansson's vocal dissent and the extensive 

media coverage that followed highlighted the urgent need for greater transparency and 

ethical standards in AI development. 

These two cases serve as epitomes of the current shortcomings in data governance within the 

AI industry. The dominant "enterprise-centric" model often gives users only an illusion of 

choice, burying consent mechanisms in complex agreements that prioritize corporate 

interests over privacy. The article critiques this model for its lack of real transparency and 

accountability, suggesting that these practices undermine trust and limit user autonomy. It 

advocates for a shift towards a "private-by-default" model where user consent is paramount, 

and data use is transparent and accountable. This model aligns with strict data protection 

laws like GDPR and CCPA, enhancing user empowerment by keeping personal data private 

unless explicitly shared. 

The author equates personal data's significant value to commodities like oil or diamonds, 

underscoring its crucial role in modern business. However, unlike natural resources, data 

distribution is highly uneven, with tech giants like Facebook, Google, and Amazon controlling 

vast reservoirs of user-generated data. This data includes detailed personal identifiers such 

as location, purchase history, and preferences, making these companies extraordinarily 

powerful in the digital economy. 

In the context of artificial intelligence (AI), access to diverse and high-quality data is 

indispensable for training sophisticated algorithms. This data not only facilitates the 

enhancement of AI capabilities but also enables personalized services, aligning technology 



more closely with individual user needs. Control over this data largely remains with collecting 

companies, often without meaningful user consent, presenting significant privacy and data 

ownership challenges. 

Quantifying the economic value of personal data reveals its profound impact on business 

models and marketing strategies. For example, major platforms may spend billions annually 

to acquire detailed customer profiles from third parties. Events like the Equifax data breach 

settlement show how regulations try to monetize personal data, highlighting the need for 

strong data protection measures. 

However, the personal significance of data often exceeds its market value, especially when it 

concerns sensitive information. The gap between what individuals will pay for privacy and 

what they demand to relinquish their data (Willingness to Pay vs. Willingness to Accept) 

underscores its intrinsic value. Studies suggest that individuals highly value their privacy, 

often much more than the market compensates, reflecting deep-seated concerns about data 

misuse and privacy violations. 

The proposed shift towards a "private-by-default" paradigm aims to restore power to 

individuals, ensuring that personal data remains private unless explicitly shared. The 

proposed shift towards a 'private-by-default' paradigm aims to restore power to individuals, 

ensuring that personal data remains private unless explicitly shared. This approach not only 

aligns with regulatory expectations , such as those set by the GDPR and CCPA, but also builds on 

longstanding data governance frameworks. These include the Fair Information Practices (FIPs) that 

emphasize transparency, accountability, and individual rights and the OECD Guidelines (1980) 

have shaped many national privacy laws. This approach prioritizes individual autonomy, 

ownership, and control of personal data, starkly contrasting with the prevailing model where 

companies dictate data usage terms. In this way, this model fundamentally alters the power 

dynamics, shifting the balance from corporations to individuals empowering them to dictate 

how their data is utilized and shared.  

The discussion extends into the concept of "data justice," which is seen as the foundation of 

a new social contract between humans and technology. This social contract asserts that 

personal data should be private by default, promoting a fundamental shift in data perception 

and governance practices. The new framework introduces significant legal and ethical 

considerations, particularly around the concepts of data ownership and the opt-in model. It 

challenges the current practices where user consent is often undermined by complex terms 

of service and data settings that favor opt-out mechanisms.  

However, transitioning to this new model involves rethinking how data is managed, stored, 

and accessed. The Author emphasizes that while the technological infrastructure for such a 

shift exists, the real challenge lies in overcoming the entrenched business practices of legacy 

tech giants. In this way, the conclusion of the paper emphasizes the need for a new legal, 

technological, and ethical framework to manage data in the age of AI-driven personal agents. 



In this way, the vision of this model extends beyond mere privacy, promoting a new social 

contract that incorporates data justice and aligns technology use with ethical standards. This 

framework is not simply aspirational but offers a practical direction, aiming to transform 

abstract ideals into concrete solutions through revised legal standards and technological 

structures. Achieving this paradigm shift requires collaboration among technologists, 

policymakers, philosophers, and society as a whole. Embracing private-by-default principles 

will create a digital landscape that respects individual rights while enabling responsible 

technological growth.  


