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How Well Does the AI Act Protect You from 

Deepfakes? A Comparative Perspective 

By Zizhuo Zhou* 

 

I Introduction 

     The movie Her, released in 2013, tells a romantic story about a lonely man who falls in love 

with an AI assistant with a charming voice. Absurd as it may seem, deepfake technology has 

made such scenario possible.  

Deepfakes, a recent buzzword, are an eye-catching application of Artificial Intelligence (AI). 

The term deepfake refers to an “AI-generated or manipulated image, audio or video content 

that resembles existing persons, objects, places, entities or events and would falsely appear to 

a person to be authentic or truthful”.1 For example, the former voice assistant in ChatGPT-4 

was considered to sound “eerily similar” to the famous American actress Scarlett Johansson.2  

 

Deepfake technology increases “the speed, precision, and scale” of voice and face cloning 

to an unprecedented level.3 As early as 2018, the world’s first AI news reporter made its debut 

at the World Internet Conference, which impersonated a real journalist of Xinhua News.4 As 

this technology advances, deepfakes can now, in some occasions, convincingly deceive human 

eyes and ears. 

Consequently, new business opportunities have emerged, particularly in the fields of art, 

entertainment, and media.5 In the movie industry, deepfake technology can empower actors 

and directors to overcome obstacles like aging, voice injuries, and even mortality. For example, 

the character Luke Skywalker appears significantly younger in the Mandalorian compared to 

his actor, Mark Hamill, thanks to this technology.6 In the entertainment industry, deepfakes 

featuring celebrities’ visual likenesses or voices have become part of global culture. For 
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instance, the deepfake track Heart on My Sleeve, which some argue sounds like a collaboration 

between artists Drake and The Weekend, has gone viral on many platforms.7 

Despite its technical and economic benefits, deepfakes also pose considerable risks to 

individuals, industries, and society as a whole. Harmful deepfakes present multiple challenges 

to a broad range of areas, including privacy, consumer welfare, authenticity of information, 

democracy, and national security.8 Among these, this paper focuses on protecting individual-

level interests against harmful deepfakes. This protection is important for economic and moral 

reasons. Deepfakes can be market substitutes for real performers, thereby driving them out of 

business. Meanwhile, they offer cost-efficient solutions to amplify reach in, e.g., marketing, 

training, and content creation. They may also impact individuals’ non-economic interests, such 

as privacy and reputation.  

Lawsuits against unauthorized deepfakes featuring performers’ voices or their appearance 

(likenesses) are on the rise globally. Recently, the Beijing Internet Court issued a landmark 

ruling on AI developers’ liability for creating and distributing deepfakes.9 Similarly, Lovo, an 

AI voice generator in the U.S., has been sued by two voice actors for imitating their voices 

without authorization.10  

In response to the above-mentioned challenges, the U.S. Copyright Office (the Office) 

proposed a new digital replica right.11 This proposal is based on the concern that current U.S. 

laws are not sufficient to protect individuals’ voices or likenesses used in deepfakes.12 At the 

same time, across the Atlantic, only a few studies have shed light on the EU’s regulatory 

framework that governs the making and sharing of deepfakes.13  

Against this background, this paper explores to what extent individuals can control and profit 

from deepfakes featuring their voices or likenesses in the EU. Section II introduces the 

background of the proposed digital replica right in the U.S. Sections III and IV examine the 

extent to which the EU regulatory framework protects individuals’ moral and economic 

interests in deepfakes that impersonate them. Section V concludes with some proposals to 

ensure that individuals’ rights are sufficiently protected in the EU. 

II The Right of Publicity and Beyond in the U.S. 

 
7 Joe Coscarelli, ‘An A.I. Hit of Fake “Drake” and “The Weeknd” Rattles the Music World’ New York Times 

(New York, April 19, 2023) <https://www.nytimes.com/2023/04/19/arts/music/ai-drake-the-weeknd-fake.html> 

accessed 4 November 2024. 
8 Chesney, Bobby and Danielle Citron. ‘Deepfakes: A looming challenge for privacy, democracy, and national 

security.’ (2019) 107 Calif. L. Rev. 1753. 
9 Cao Yin, ‘AI-generated Voice Mimicry Infringes on Rights’ China Daily (Beijing, 24 April 2024) 

https://www.chinadaily.com.cn/a/202404/24/WS66286719a31082fc043c3acf.html accessed 4 November 2024. 
10 Cade Metz, ‘What Do You Do When A.I. Takes Your Voice?’ The New York Times (New York, 16 May 2024) 

https://www.nytimes.com/2024/05/16/technology/ai-voice-clone-lawsuit.html accessed 4 November 2024. 
11 The U.S. Copyright Office’s Report 29. 
12 ibid. 
13 See Huijstee Mariëtte van and others, Tackling Deepfakes in European Policy (Publications Office of the 

European Union, 2021) 39; Fabian Rößling, ‘Regulierung von Deepfakes’ (2024) ZfDR 187; Murat Karaboga, 

‘Die Regulierung von Deepfakes auf EU-Ebene: Überblick eines Flickenteppichs und Einordnung des Digital 

Services Act- und KI-Regulierungsvorschlags’ in Sylvia Jaki and Stefan Steiger (eds), Digitale Hate Speech 

(J.B.Metzler 2023). 
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     In the U.S., the right of publicity serves as the most relevant legal recourse for individuals 

to prevent unauthorized deepfakes that mimic them. 14  The right of publicity protects 

individuals from unauthorized commercial use of their personal traits. This includes likenesses, 

voices or other distinctive attributes.15 It finds its root in the privacy law context but has 

gradually evolved into a property right.16  

For instance, in Waits v. Frito-Lay, Inc., some companies including Frito-Lay, Inc. 

broadcasted a commercial that intentionally mimicked the voice of the popular singer Tom 

Wait without his consent.17 The U.S. Court of Appeals for the Ninth Circuit found that this 

commercial infringed the right of publicity under California tort law.18 Accordingly, deepfakes 

that deliberately feature individuals’ voices or likenesses are likely to infringe the right of 

publicity under the California tort law.  

However, there is no guarantee that courts elsewhere in the U.S. will reach a similar 

conclusion. The right of publicity is not a federal right; instead, it consists of a patchwork of 

state common law and statutory provisions. 19  In some states, only celebrities are granted 

publicity rights protection, while others extend it to all individuals. This fragmented legal 

landscape fails to provide consistent and adequate protection for individuals whose likenesses 

or voices are used in deepfakes.20  

Consequently, the current legal framework for the right of publicity in the U.S. appears ill-

equipped to address the challenges and opportunities posed by deepfakes across the territory.21 

Beyond the right of publicity, other legal instruments such as the Lanham Act, the Federal 

Trade Commission Act, or the Copyright Act also fall short of addressing all issues arising 

from unauthorized deepfakes.22  

In response, the Office published a report in July 2024 on copyright and artificial intelligence. 

The report proposes introducing a federal right to digital replicas, granting individuals control 

over and the ability to profit from deepfakes. Digital replicas, as defined in the report, refer to 

videos, images or audio recordings that realistically but falsely portray an individual. 23 

Although the report uses digital replicas and deepfakes interchangeably, the EU definition of 

deep fake is broader. According to the EU Artificial Intelligence Act, deepfakes include not 

only video, image or audio content featuring individuals’ personal traits but also those 

resembling “objects, places, entities or events”.24  

 

In its proposal, the Office considered the critical elements of digital replica rights, such as 

liability, terms of protection, and appropriation and licensing.25 It proposed that individuals be 

 
14 Alice Preminger and Matthew B Kugler, ‘The Right of Publicity Can Save Actors from Deepfake 

Armageddon’ (2024) 39 Berkeley Technology Law Journal 783. 
15 The U.S. Copyright Office’s Report (n 3) 10. 
16 Daniel Gervais and Martin L Holmes, ‘Fame, Property, and Identity: The Scope and Purpose of the Right of 

Publicity’ (2014) 25 Fordham Intellectual Property Media & Entertainment LJ 181. 
17 Waits v. Frito-Lay, Inc., 978 F.2d 1093 (9th Cir. 1992) 1097. 
18 ibid 1102. 
19 The U.S. Copyright Office’s Report (n 3) 30. 
20 ibid 23. 
21 The U.S. Copyright Office’s Report (n 3) 23; Preminger and Kugler (n 14). 
22 The Lanham Act is also known as the Federal Trade Mark Law see the U.S. Copyright Office’s Report (n 3) 

23;  
23 ibid 2. 
24 The AI Act, art 3(60). 
25 The U.S. Copyright Office’s Report (n 3) 28-52. 
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protected from both commercial and non-commercial uses of unauthorized digital replicas. 

However, creators and distributors should, according to the Office, only be liable when they 

know or ought to know that the disputed digital replicas represent a real person without their 

consent.26  The Office also advised that digital replica rights survive individuals’ death to 

protect the legitimate economic interests of heirs.27 The initial term of post-death protection 

should be limited to twenty years but may be extended if a digital replica continues to be 

appropriated.28  

 

When it comes to transfer of ownership, the report distinguishes digital replica rights from 

other types of intellectual property rights. It posits that digital replica rights have a dual nature 

of privacy and property.29  Accordingly, outright assignment30  should be banned because of 

privacy concerns.31 Nonetheless, digital replica rights can be waived or licensed to facilitate 

the making and sharing of creative works.32 

 

In conclusion, the right of publicity and other legal remedies do not seem to provide 

sufficient protection against unauthorized digital replicas that feature real persons’ voices or 

likenesses in the U.S. It also does not allow individuals and industries to maximize the 

economic value of digital replicas. In light of the deficiencies of current laws, the Office is 

advocating in favor of harmonizing and modernizing the current legal framework by 

introducing the digital replica right at the federal level. Such a legislative initiative is paving 

the way for modern protection of personal traits used in deepfakes. 

 

III The AI Act: A Safeguard Against AI-generated Disinformation 

     Deepfake technology and its potential harms have prompted EU law makers to take action. 

Deepfakes are regulated by a range of legal instruments in the EU. From a broad overview, 

Article 1 of the Fundamental Rights of the European Union (CFR) states that “[h]uman dignity 

is inviolable. It must be respected and protected.” Harmful deepfakes such as pornography 

indeed infringe upon human dignity in violation of the CFR. Under the umbrella of the 

provisions of the CFR, sector-specific regulations build up the regulatory framework on 

deepfakes in the EU. These include the Artificial Intelligence Act (AI Act), the General Data 

Protection Regulation, the Digital Service Act, and personality rights under national laws. The 

section specifically focuses on the central role and deficiencies of the AI Act in the battle 

against harmful deepfakes.  

A. The Centrality of the AI Act 

In 2021, a European Parliament policy document stressed the threats that deepfakes pose to 

free elections and democracy.33 The document highlighted that deepfakes are a growing source 

 
26 ibid 35. 
27 ibid 32. 
28 ibid. 
29 ibid 41. 
30 Outright assignment means transfer of all related rights permanently, which leads to a transfer of ownership.  
31 The U.S. Copyright Office’s Report (n 3) 41. 
32 ibid. 
33 European Parliament, ‘Artificial Intelligence in Education, Culture and the Audiovisual Sector’  88-95 

(P9_TA(2021)0238, 19 May 2021) <https://www.europarl.europa.eu/doceo/document/TA-9-2021-

0238_EN.pdf> accessed 9 November 2024. 
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of disinformation.34  Disinformation refers to “false, inaccurate, or misleading information 

designed, presented and promoted to intentionally cause public harm or for profit”. 35  By 

definition, deepfakes are designed to falsely appear authentic or truthful. 36  In some 

circumstances, it can mislead the public into believing that someone has done or said something 

that they have not.  

One can imagine the horror of arriving at work, only to discover colleagues gathered around, 

laughing at a fake video showing oneself taking drugs at a club. The video looks so lifelike that 

their attempts to explain or deny its authenticity fall on deaf ears. Their reputation, and the trust 

they have built collapse in an instant. Therefore, one of the most concerning threats of 

deepfakes is their potential to spread false or misleading information. This does not only impact 

individuals but the society as a whole. For example, there are allegations that elections have 

been manipulated by flooding the internet with deceptive deepfakes.37 

 

In light of the above, the European Parliament emphasizes the importance to “guarantee the 

quality, diversity and reliability of the information available” to the public.38 It calls on the 

European Commission to establish a legal framework to regulate the production and 

distribution of harmful deepfakes.39  

 

The AI Act comes into play against this backdrop. It regulates how deepfakes are to be 

presented online to enhance transparency. 40  Under Article 50(4) of the AI Act, users who 

employ AI systems to create deepfakes must disclose that the content is artificially generated 

or manipulated. Non-compliant AI deployers are subject to ‘administrative fines of up to EUR 

15 million, or if the offender is an undertaking, up to 3% of its total worldwide annual 

turnover’.41  

 

This disclosure requirement, however, does not apply to users creating deepfakes for 

personal, non-professional activities. Additionally, there is an exception for content classified 

as an ‘evidently artistic, creative, satirical, fictional, or analogous work or program.’ This 

exception aims to strike a balance between freedom of art on one hand and information 

authenticity on the other. In such cases, disclosures must be made in an appropriate manner 

that does not interfere with the enjoyment of the work. Such disclosures should protect viewers 

from being misled into the mistaken belief that they are interacting with human beings.42  

 

The transparency obligation also helps mitigate emotional distress or reputational harm for 

individuals represented in deepfakes. For example, if someone unexpectedly finds themselves 

portrayed in an adult film, the clear labeling of the content as ‘AI-generated’ may provide some 

 
34 ibid para 88. 
35 de Cock Buning Madeleine, A Multi-Dimensional Approach to Disinformation: Report of the Independent 

High Level Group on Fake News and Online Disinformation (Publications Office of the European Union, 2018) 

11. 
36 AI Act, art. 3(60). 
37 Rehan Mirza, ‘How AI Deepfakes Threaten the 2024 Election’ (The Journalist’s Resources, 16 February 

2024) https://journalistsresource.org/home/how-ai-deepfakes-threaten-the-2024-elections/ accessed 4 November 

2024. 
38 European Parliament, ‘Artificial Intelligence in Education, Culture and the Audiovisual Sector’ (n 33) para 88. 
39 ibid, para 91. 
40 AI Act, art. 50(4). 
41 ibid, art. 99. 
42 Madalina Busuioc, Deirdre Curtin and Marco Almada, ‘Reclaiming Transparency: Contesting the Logics of 

Secrecy within the AI Act’ (2023) 2 European Law Open 79. 
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reassurance. While they may still experience frustration and anger, the transparency reduces 

the humiliation and outrage they might feel if the content were not labeled. 

 

In conclusion, the main purpose of the disclosure requirement under the AI Act is to protect 

the public from misleading deepfakes. At the same time, it indirectly protects the moral 

interests of individuals, such as dignity and reputation, which are portrayed in deepfakes. 

B. The Deficiencies of the AI Act 

Most notably, the AI Act does not enhance individuals’ control over deepfakes featuring 

their voices or likenesses. The labeling requirements under the AI Act do not enable individuals 

or its enforcement authorities to take down harmful deepfakes.43 Instead, individuals need to 

rely on other legal remedies to prevent the creation and distribution of unauthorized deepfakes 

that represent them.44  

     Moreover, it is not clear to what extent Article 50(4) of the AI Act can protect the public 

from the effects of misleading deepfakes. The disclosure obligation of this article is limited to 

users who spread deepfakes as professional activities.45 Nonetheless, deepfakes uploaded for 

entertainment purposes may falsely portray someone to intentionally fool the public as well. It 

is not an isolated case that teenagers use their female classmates’ photos to create deepfake 

pornography for fun.46 However, under the AI Act, such pornography does not need to be 

labeled.  

Enforcement challenges also arise because the obligation to label deepfakes falls on users 

rather than AI providers.47 Under Article 91 of the AI Act, the Commission can require AI 

developers to provide necessary information to assist with market surveillance. However, it is 

not clear to what extent enforcement bodies have power to investigate the operations of 

professional users. 48  Moreover, the current accuracy of deepfake detection tools is still 

unsatisfactory. Enforcement bodies may find it difficult to prove that certain seemingly realistic 

videos or audios are generated by AI. Hence, in practice, only a small number of deep fake 

distributors may end facing penalties for failing to comply with the transparency obligations. 

Last but not least, industries need more guidelines to appropriately fulfill the labeling 

obligation.49 Several legal uncertainties remain under Article 50 of the AI Act. Firstly, the line 

between professional and personal activities is very thin. Sharing deepfakes on video-sharing 

platforms for fun can quickly turn into a professional activity as the content gains a large 

following. For instance, there are strikingly realistic deepfakes of Tom Cruise sharing his daily 

 
43 Michael Vaele and Frederik Zuiderveen Borgesius, ‘Demystifying the Draft EU Artificial Intelligence 

Act.’ Computer Law Review International 4 (2021): 97-112. 
44 In contrast, the digital replica rights proposed by the Office aim to directly strengthen private protection for 

individuals’ personal traits used in deepfakes. 
45 AI Act, art. 3(60). 
46 Natasha Singer, ‘Teen Girls Confront an Epidemic of Deepfake Nudes in Schools’ The New York Times (New 

York, 8 April 2024) https://www.nytimes.com/2024/04/08/technology/deepfake-ai-nudes-westfield-high-

school.html accessed 4 November 2024. 
47 Vaele and Borgesius (n 44). 
48 ibid. 
49 Zizhuo Zhou, ‘EU AI Policy Falls Short in Regulating Deepfakes’ World Trademark Review (London, 22 

February 2025) https://www.worldtrademarkreview.com/article/eu-ai-policy-falls-short-in-regulating-

deepfakes#:~:text=The%20disclosure%20obligation%20set%20out,argues%20this%20week's%20opinion%20c

olumn accessed 4 March 2025. 
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life on TikTok, cracking jokes and telling funny anecdotes.50 These videos quickly gained 

popularity on social media, attracting over 5 million followers. 51  In this case, it remains 

uncertain at which point the account “deeptomcruise” becomes a professional one that needs 

to comply with the disclosure requirement.  

Secondly, the transparency obligation on labeling includes a derogation for a non-exhaustive 

list of works or programs, including artistic, creative, satirical and fictional ones.52 However, 

it is unclear whether the term “works” should align with its interpretation under the EU 

copyright law system. Alternatively, it might carry an autonomous meaning specific to the AI 

Act. Moreover, the meaning of “programs” under Article 50 also requires further clarification. 

For instance, it could refer to only TV programs or extend to all multimedia shows, i.e., TV 

programs, webinars, podcasts, etc. Finally, users could benefit from additional guidelines 

including concrete examples of appropriate labeling practices.  

In conclusion, the AI Act serves as the central pillar in the EU regulatory framework to 

combat deepfakes as a source of misinformation. However, on its own, it does not provide 

sufficient protection for individuals against unauthorized deepfakes featuring their voices or 

likenesses. The AI Act’s role in preventing harmful deepfakes is crucial but also limited. 

IV Other Complementary Legal Remedies in a Nutshell 

Considering the above, it is advisable to analyze which legal remedies beyond the AI Act 

could protect individuals from harmful deepfakes.  

A. The GDPR: Data Subject’s Rights in Preventing Deepfakes 

At the EU level, the most apt legal remedy against unauthorized deepfakes appears to be the 

General Data Protection Regulation (GDPR).53 The GDPR aims to protect the fundamental 

rights of human beings, particularly privacy and personal freedom. 54  Under the GDPR, 

‘personal data’ means any information relating to an identified or identifiable natural person.55 

A person’s identity is inherently tied to their facial features and voices. Therefore, deepfakes 

that represent individuals’ likenesses or voices fall within the scope of personal data.56 More 

specifically, likenesses and voices may be classified as sensitive data under some 

circumstances.57 Sensitive data reveals the most private information about who we are, such as 

ethic origin, political opinion, physical characteristics, etc.58 Deepfakes may reflect individuals’ 

physical characteristics by mimicking their personal traits. 

The GDPR ensures that natural persons retain control over their own personal data. Such 

natural persons, known as ‘data subjects’, hold several rights over their personal data. 

 
50 <https://www.tiktok.com/@deeptomcruise/video/7223086851236646149?lang=en> accessed 4 November 

2024. 
51 ibid. 
52 AI Act, art. 50(4). 
53 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection 

of natural persons with regard to the processing of personal data, and on the free movement of such data, 

repealing Directive 95/46/EC [2016] OJ L119/4 (GDPR).  
54 GDPR, recital 2. 
55 GDPR, art. 4. 
56 Rößling (n 13). 
57 ibid. 
58 ibid. 
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Processing such data requires the consent of data subjects or alternative legal bases.59 Without 

a valid legal basis, individuals can prevent the creation or distribution of deepfakes that contain 

their personal data. For example, some media outlets now use AI-generated reporters that 

portray the faces and voices of real news reporters.60 In these cases, the media must obtain 

consent from journalists before processing their personal data. Furthermore, even if data 

subjects initially consent to the creation and sharing of deepfakes, they retain the right to revoke 

such consent at any time. 61  Under the right to erasure, they can request the removal of 

deepfakes containing their personal data once consent is withdrawn.62  

While the GDPR empowers individuals to prevent unauthorized deepfakes, it also 

safeguards the third parties’ legitimate interests in freedom of expression. National law makers 

enjoy great leeway to permit processing personal data for journalistic, artistic, literary, or 

academic purposes.63 Almost all member states have enacted relevant exceptions.64 Therefore, 

many unauthorized deepfakes may fall under the expressive purpose derogation. For instance, 

Bruno Sartori has produced several creative deepfakes to satirize and parody powerful 

politicians. 65 It is likely that such works are legally created and shared without acquiring the 

politicians’ consent. Overall, the GDPR strikes a balance between protecting individuals from 

unauthorized deepfakes and safeguarding freedom of expression. 

B. National Personality Rights: A Patchwork of Protections 

At the national level, personality rights play a pivotal role in preventing unauthorized 

deepfakes. Personality rights safeguard non-physical aspects of our self, such as privacy, 

autonomy, dignity, freedom, etc. 66 Voices and likenesses, as a part of our self, are protected 

against misappropriation by personality rights. Deepfakes often replicate individuals’ personal 

traits. Thus, unauthorized use of those traits in deepfakes may constitute an infringement of 

personality rights under national law. As personality rights are not harmonized in the EU, 

resulting in a patchwork of protections.67 This section mainly discusses personality rights under 

German law as an example. 

What distinguishes personality rights under German law from personal data protection is 

their dual focus. Personality rights safeguard not only the moral interests in an individual’s 

personality but also their economic interests. A notable example is the Marlene Dietrich case, 

where a cigarette company used Marlene Dietrich’s image and name in advertisements without 

permission.68 The German Federal Court of Justice (BGH) ruled that a celebrity’s personal 

traits hold significant economic value that belongs to the individual. This value does not vanish 

upon their death but can instead be inherited by their heirs.69 In stark contrast, the GDPR, 

deeply rooted in fundamental rights, leaves little room for recognizing proprietary interests in 

 
59 GDPR, art. 6. 
60 ‘World’s First AI News Anchor Unveiled in China’ (n 4). 
61 GDPR, art. 7(3). 
62 GDPR, art. 17. 
63 GDPR, art. 85. 
64 Erdos David, ‘Special, Personal and Broad Expression: Exploring Freedom of Expression Norms under the 

General Data Protection Regulation.’ Yearbook of European Law 40 (2021): 398-430. 
65 Bruno Sartori, ‘Deepfakes as Satire and Parody in Brazil’ (MIT OPEN DOCUMENTARY LAB) 

https://opendoclab.mit.edu/presents/bruno-sartori-deepfakes-satire-parody-brazil/ accessed 4 November 2024. 
66 Gert Brüggemeier, Aurelia Colombi Ciacchi, and Patrick O’Callaghan, Personality Rights in European Tort 

Law (Cambridge University Press, 2010) 6. 
67 Huijstee van and others (n 13) 64. 
68 BGH, GRUR 2000, 709 - Marlene Dietrich para 4-7. 
69 ibid. 
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personal data. Therefore, personality rights complement the GDPR by enabling individuals to 

profit from deepfakes that impersonate their voices or likenesses. 

Germany, as many other member states, recognizes the right of image.70 This right allows 

individuals to prevent the distribution of their own images. Under German copyright law, the 

right of image lapses ten years after the depicted person’s death.71 In contrast, the post-death 

protection available to heirs extends beyond ten years in France.72  

Germany, as also other member states, does not have a separate personality right to protect 

individuals’ voices. Nonetheless, German law provides a general personality right that serves 

as a catch-all safeguard. This right allows German courts to address gaps left by specific 

personality rights and respond to emerging issues without waiting for new legislations.73 In this 

case, deepfakes are an emerging threat to our self that legislators could not have foreseen. The 

general personality right under German law may, thus, protect individuals from unauthorized 

deepfakes that misappropriate their voices.  

In light of the above, personality rights complement the GDPR by safeguarding individuals’ 

economic interests in their personal traits in member states like Germany. However, the lack 

of a harmonized legal framework across member states in the EU leaves individuals 

inadequately protected from unauthorized uses of personal traits in deepfakes. As a result, 

lawsuits involving such uses often lead to inconsistent and unpredictable outcomes across 

different jurisdictions.74  

C. The DSA: Platform Accountability in Addressing Deepfakes 

The Digital Services Act (DSA) plays a critical role in holding platforms accountable for 

addressing harmful online content, including deepfakes. 75  It mandates platforms to be 

transparent about their content moderation rules. 76  Moreover, platforms are required to 

implement a harmonized notice and takedown procedure.77 Accordingly, individuals whose 

rights are violated by illegal content can more efficiently enforce those rights. For instance, a 

platform may host a deepfake video impersonating an individual to spread misinformation. In 

such a case, the affected person could request the platform to remove this video through a 

standardized process.  

While the DSA establishes procedural clarity, it does not define what constitutes illegal 

content. Such a determination is left to other laws and regulations, such as the AI Act, the 

GDPR, and national personality rights as mentioned above. Overall, the DSA provides a clear 

procedural framework for how platforms should assist in removing illegal deepfakes. 

V Conclusion 

 
70 German Law on Copyright in Works of Fine Arts and Photography art. 22&23; Dutch Copyright Act art. 20. 
71 German Law on Copyright in Works of Fine Arts and Photography art. 22&23. 
72 Alix C. Heugas, ‘Protecting Image Rights in the Face of Digitalization: A United States and European 

Analysis’ (2021) 24(6) Journal of World Intellectual Property 344. 
73 Beverley-Smith, Huw, Ansgar Ohly, and Agnes Lucas-Schloetter, Privacy, Property and Personality: Civil 

Law Perspectives on Commercial Appropriation (Cambridge University Press, 2005) 114. 
74 Huijstee van and others (n 13) 64. 
75 Karaboga (n 13). 
76 DSA, art. 14. 
77 DSA, art. 16. 



 10 

In the EU, four key pillars form the foundation of the regulatory framework on deepfakes: 

the AI Act, the DSA, the GDPR, and national personality rights. The AI Act focuses on 

preventing deepfakes that could mislead the public, protecting the reliability of information 

and democracy. The DSA streamlines and harmonizes how platforms handle the reporting and 

removal of illegal deepfakes. Meanwhile, the GDPR and personality rights empower 

individuals to control and profit from unauthorized use of their voices or likenesses in 

deepfakes. 

Overall, the EU’s regulatory framework seems to appropriately protect individuals’ 

economic and moral interests in voices and likenesses used in deepfakes. Especially, the 

transparency obligations under the AI Act appear essential to shield individuals from 

misleading deepfakes. It also reduces reputation harm or mental distress that individuals may 

suffer from deepfakes that maliciously portray them. However, legal uncertainties and 

enforcement challenges remain, particularly regarding the deepfake provision of the AI Act, as 

illustrated by section III(B).  

If the legal uncertainties surrounding the deepfake provision are not properly addressed, the 

EU may miss a valuable opportunity for economic growth. Deepfake technology is already 

transforming industries like art, media, and entertainment by boosting productivity and 

reducing costs. These sectors are ready to use deepfakes responsibly, but they need clear and 

practical guidelines to do so in line with the AI Act. By providing this clarity, the EU can create 

a supportive framework that encourages innovation, fosters trust, and helps industries unlock 

the full potential of deepfakes. 

Expert groups appointed by the AI Office are currently drafting the first version of the 

“General-Purpose Artificial Intelligence Code of Practice” under Article 56 of the AI Act.78 In 

the author’s view this code should: (i) Provide clarity on the scope of evidently artistic, creative, 

satirical, fictional or analogous work or program. (ii) Offer examples of appropriate labeling 

practices that preserve viewers’ experiences. (iii) Outline practical criteria to distinguish 

between professional and personal use. 

Businesses are encouraged to collaborate with these groups to address uncertainties around 

deepfake disclosure obligations. Active participation is encouraged, as this would help shape 

industry standards and best practices that meet stakeholders’ needs. 

 

 
78 European Commission, ‘Commission Publishes First Draft of General-Purpose Artificial Intelligence Code of 

Practice’ (Shaping Europe’s Digital Future 14 November 2024) https://digital-

strategy.ec.europa.eu/en/news/commission-publishes-first-draft-general-purpose-artificial-intelligence-code-

practice accessed 28 November 2024. 


