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But… challenges of the Digital Transformation
The positive impact of the digital transformation on economy and society strongly
depends on appropriate institutional framework and public policies ensuring:
• Connectivity
• Trust in online transactions (protection of personal data, consumer protection,
cybersecurity)
• Interoperability of technical solutions
• The ability of SMEs to exploit the potential of the digital ecosystem
• Digital skills and requalification of workforce
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EU strategy for the Digital Transformation
• European Digital Agenda (2010)
• Digital Single Market Strategy (2015)
=> GDPR; e-privacy; unfair commercial practices in B2C relations; competition
rules; protection of databases and trade secrets
=> Free flow of data Regulation (2018/1807): removal of unjustified restrictions by
Member States on cross-border flow of data and codes of conduct for data
portability
=> Open Data Directive (2019/1024): replaces the 2003 Directive on Public Sector
Information (PSI)
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The strategy of von der Leyen Commission
• A Europe fit for the digital age is one of the pillars of the EU strategy for
sustainable growth
• Shaping Europe’s Digital Future (2020) + 2021 Digital Compass
• Vision: a European society powered by digital solutions strongly rooted in our
common values; European technological sovereignty, starting from integrity of
data infrastructure and networks; broad availability of non personal data
• 3 objectives: technology that works for people; fair and competitive economy; an
open, democratic and sustainable society
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Initiatives, with focus on data ecosystems, digital
platforms / gatekeepers
• Strategy for data (Feb 2020), contemplating initiatives on common European
dataspaces
• Implementation of Open Data Directive: list of of High value datasets
• Proposal for a EU Data Governance Act (Nov 2020)
• Regulatory initiatives on platforms (Digital Markets Act - DMA, Digital Services
Act -DSA, Dec 2020)
• Proposal of Regulation on use of AI (April 2021)
• (forthcoming) Proposal for Data Act (B2B and B2G data sharing)
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Big data in the EU?
• Ongoing technological developments, such as IoT, increase the production of
data exponentially and may allow the EU to recover positions. But multiple
European challenges:
Ø Fragmentation of the Internal Market, e.g. government access to private sector data and
access to public sector data
Ø Need for data available for re-use (AI)
Ø Imbalances in market power and in bargaining power
Ø Need for enhanced control on own personal data by data subjects and on non personal
data by entities which contributed to their creation/collection
Ø Interoperability issues
Ø Cloud services and data location
Ø Cyber security
Ø Lack of skills
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Access and re-use of data: need for a vision
Digital markets are dynamic and strongly based on innovation. Any strategy for
the Digital Transformation should be based on a vision of how markets work and
consider the impact of initiatives and regulatory measures on incentives and
innovation:
ØNot just access, but also data generation and use
ØAvoid free-riding, hence need for a legal framework on access
ØTake into account the heterogeneity of data, the confidentiality of information,
and the co-generation of data (IoT)
ØBalancing both interests and fundamental European values involved

12

Access and re-use of public sector data
Open Data Directive: which data held by the public sector are available for re-use,
in which ways and under which economic conditions
ØLimitations: when third parties hold IPR, carve out for sensitive data and avoid
distortion of competition
ØIf needed, public sector bodies can recover their costs
ØAcademic research data: FAIR principles (findable, accessible, interoperable, reusable), but IPRs and commercial interests can be taken into account, de facto an
opt-out possibility
ØObligations apply also to public undertakings providing services of general
economic interest non directly exposed to competition, but only for those data
for which the entity has decided to permit re-use
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High value data sets
ØOne of the main novelties of the Open Data Directive
ØRe-use associated with important benefits for society, the environment and the
economy
ØPublic sector bodies and public undertakings shall make such data available free of
charge, disseminated in machine-readible format by means of API throughout the
EU and provide them as a bulk download where relevant
ØThematic areas include geospatial, earth observation and environment,
metereological, statistics, companies and company ownership; mobility
ØList under construction, but consider impact on undertakings (cost-benefit analysis:
need for specific investments, impact on competition etc.)
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Private undertakings data: B2B
ØAntitrust: if dominant position, refusal to supply essential data may, under
certain conditions, be an abuse of dominance
ØSome sectoral provisions require undertakings to grant access to specific
information: repair and maintenance of motor vehicles (Reg. 715/2007); safety
of roads and ITS (Reg. 2017/1926); data on customers of payment services
(PSD2)
General principles (EC Guidelines 2018): freedom of contract; in case of coproduction (data generated as a sub-product of the use of a good (e.g. sensor in
agriculture) or a service), acknowledgement of the shared value creation =>
forthcoming Data Act
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Private undertakings data: B2G
Key principles on supply of private sector data to public sector bodies under
preferential conditions for re-use:
ØRequests by public bodies should not go beyond what is necessary and
proportionate for pursuing objectives of public interest; purpose and duration
of the use of data clearly limited; transparency on B2G collaboration
ØLegitimate interests of the companies are respected; they remain able to
monetize the insights derived from the data with respect to other parties
ØUndertakings offer reasonable and proportionate support to help assess the
quality of data (but should not be required to improve the quality of data in
question)
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The Data Governance Act
Objective: fostering re-use of data in public and private sector by creating an
institutional framework capable of increasing trust in data sharing
ØEnhanced framework for re-use of data held by public sector that are subject to
rights of others (e.g. personal data, IPRs, commercial confidentiality) and
therefore non open pursuant to PSI Directive
ØNotification and supervision on non vertically integrated data intermediaries for
sharing personal and non personal data
ØFostering data altruism organizations, aimed to make it easier for individuals and
organizations to permit the use of their data for the public good

17

The approach to data in the DMA
The DMA lays down harmonized prohibitions and obligations on large platforms
designated as gatekeepers, which include rules on interoperability and access to
data
ØTo enhance control on own data by data subjects and business users (Art. 5.a
consent for combination of personal data beyond GDPR; Art. 6.f portability of
data; Art. 6.i access by business users to data generated by them)
ØTo ensure fairness (Art. 6.a do not use non publicly available data generated by
business users in competition with them)
ØTo promote contestability (Art. 6.e interoperability; Art. 6.j access to data of
search engines on FRAND terms)
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EC Assumptions in Digital Markets Act
• The DMA will cause R&D spending in the information and communication technology sectors
of each Member State to double, with related increases in employment;
• Because of the DMA, a significant amount of spending on M&A activity by large technology
companies will be replaced by R&D spending on a one-for-one basis;
• These increases in R&D spending generated by the DMA will be as socially beneficial and
value augmenting to users as previous forms of R&D spending;
• The DMA’s obligations are narrowly targeted such that they will have no negative effect for
users with respect to costs, quality, or functionality of core platform services today or in the
future;
• Competition “in the market” is more beneficial than competition “for the market” and that
regulatory interventions to cause a change in the nature of competition in the digital sector
will only involve minimal compliance costs and no harmful side-effects on innovation or
competitive incentives;
• The DMA will reduce regulatory fragmentation caused by diverging national approaches to
platforms, but in its absence 100% of cross-border trade intermediated by on-line
marketplaces would be lost by 2025; and
• All of these benefits can be achieved with only 30-90 Commission employees, and no other
enforcement costs at EU institutional level.
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put, the underlying mechanics and technology underpinning the economy are assumed to be
fixed; the “equation” is set, described via a series of “coefficients” or ratios, and these ratios do
not change. Technological advances that would fundamentally alter these ratios, like market
redefining product innovations, are not considered or accounted for. Incentives to generate
them are ignored. The Impact Assessment does not model the effects of the DMA on the drivers
of R&D spending, entrepreneurship, new firm creation, or innovative activity, and it fails to
assess economic improvements or detriments flowing from changes in innovation. In that sense,
the Impact Assessment is inherently static.

Though, the nature of competition, Teece & Kahwaty, 2021
• Static competition

Static economic analysis was perhaps forgivable when assessing competition in mature
industrial era industries like the automotive industry and the steel industry where tangible assets
were more important than intangibles,18 intellectual property, and the collection and use of data.
In the digital economy, a dynamic economic assessment is necessary.
Applied to the DMA, the implication is that the Impact Assessment needs to consider the effects
of the proposed policies on dynamic competition in the digital economy. This requires an
assessment of costs and benefits that takes into account firms’ abilities and incentives to
Dynamic competition is a type of competition centred on innovation. It results in Joseph
engage
in dynamic competition, R&D spending, the nature of the innovation, and the impacts on
Schumpeter’s “gale of creative destruction”, a “process of industrial mutation...that
value
generation
for consumers
business
users alike.
the Impact
incessantly
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the and
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fromUnfortunately,
within, incessantly
destroying
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not do this.
the old one,does
incessantly
creating a new one.” It involves new products and services,
new means of delivering services to consumers, new business models to combine
assets in different ways, and new production techniques. Such innovation competition
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• Dynamic competition

and it can
also come from entirely unexpected entrants, including new businesses.
A. Introduction

The Impact Assessment explains that the practices the DMA is intended to address relate to the
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So what, Europe’s Digital Future …
ØFostering the sharing of data is not an objective in itself, but a tool to support
the development of the digital economy
Ø => public policy should consider an ex ante perspective, taking into account the incentives of
undertakings to collect and process data, and to ensure their quality
Ø =>need for proper rules on access and re-use of data in the private and public sector (high-value
datasets) + proper application of competition rules + proper design of DMA

ØImportance of enablers (governance, trust, data spaces)
ØImportance of overcoming an approach to data based on silos, but at the same
time specific rules, e.g. on sharing of personal data within ecosystems, can
remove some rigidities
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So what, Europe’s Digital Future…
Seize opportunities to become a data driven economy while fostering contestable
and fair markets
(Europe needing extra impulses, a.o. principles on modelling and data analytics,
automated decision making and profiling, direct marketing and cookies, data
repurposing, transfer of data to other organizations and third countries, the right
of subjects to transfer data from one controller to another)
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intentionally distribute ethics responsibilities
throughout the organization, creating a climate of
trust.126 One executive leading data and analytics
at a Silicon Valley company told us, “Being able to
think for yourself rather than follow the guidelines.
I think that helps people understand and apply
the principles, more than being told.” Microsoft’s
Champs effort is one example.127 And Paula
Goldman, at Salesforce, discussed the need to
develop programmes and even unique taxonomies
for designers, researchers and engineers across
the company.128 The idea that ethics needed to be

So what, the world’s Digital Future…

SIDEBAR 4

decisions when appropriate. Participants hear
expert testimony from the product teams, use the
proximity of direct contact with users and identify
areas of agreement in building common ground to
address challenging problems.131
Regardless of where companies fall on the ethical
maturity spectrum, our research confirms that
ethics has broken out of its legal silo as a ride-along
to compliance, and is now a robust part of human
resources, product development, and customer
and investor relations.

VMware
VMware software powers the world’s complex
digital infrastructure. The company’s cloud, app
modernization, networking, security and digital
workspace offerings help customers deliver any
application on any cloud across any device. The
company’s culture and values are expressed through
the acronym EPIC2: execution, passion, integrity,
customers and community. VMware celebrates
employees in its annual EPIC2 achievement awards.
This honour is given to employees who best
exemplify these values through their actions.
Integrity and ethics are embedded in everything
they do, from the company culture to its product

development processes. To help operationalize
ethics into the organization, VMware’s ethics
and compliance team is creating an ethical
decision-making framework called DECIDE to
help employees determine solutions when faced
with ethically ambiguous situations. The DECIDE
model is a systematic process to evaluate potential
solutions through multiple ethical lenses, driving
an appreciation of diverse perspectives, and
enhancing ethical problem-solving capabilities. As
with its AI code of ethics, which was created in a
grass-roots manner, VMware prioritizes ethics and
its EPIC2 values at every level from its leadership
to its 32,000-strong global workforce.

Ethics by Design: An organizational approach to responsible use of technology
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